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Why Steganography? 

 Advance security is not maintained by the 
password protection  

 

 



History 

 Histiaeus shaved the head of his most trusted 
slave and tattooed it with a message which 
disappeared after the hair had regrown to 
instigate a revolt against Persians (440 BC) 

 German spies used invisible ink to print very 
small dots on letters (1st ww) 

 Microdots Blocks of text or images scaled 
down to the size of a regular dot (2nd ww) 

 

 

 

 



What is Steganography? 

 the art and science of hiding information by 
embedding it in some other data 

 the practice of hiding private or sensitive 
information within something that appears to 
be nothing out of the usual 

 information or a file that has been concealed inside 
a text,digital Picture ,Video or Audio file 
 

 



Steganography   vs 
Cryptography 

 Cryptography 

 
Scrambles the message into cipher 

 

 Steganography 

 
Hides the message in unexpected places 



Steganography   vs 
Cryptography 

Criteria Aspects Cryptography Steganography 

Goal Secrecy Ciphertext is illegible 
Embedded information is 
“invisible” to an unaware 
observer 

Characteristic 

Security of 
communication 

Relies on the confidentiality of 
the key  

Relies on the confidentiality of 
the method of embedding 

Warranty of 
robustness 

Complexity of the ciphering 
algorithm 

Perceptual invisibility / 
statistical invisibility / 
compliance with protocol 
specification 

Attacks 
Detection is easy / extraction is 
complex 

Detection is complex / 
extraction is complex 

Technical Reverse engineering 
Constant monitoring and 
analysis of exchanged data 

Countermeasure Legal Cryptography export laws 
 Rigid device / protocol 
specification 



Steganography   vs 
Watermarking 



Digital Media 

 MS Word 

 Web pages 

 Executables 

 Sound Files 

 Video Files 

 Digital Images 



Why Text? 

Advantages of images/audio 

 local changes can maintain global 
properties of the image/audio 

 easy to make changes which are 
imperceptible to a human 

 



Why Text? (cont) 

Disadvantages of images/audio 

 sender needs an image 

 sender needs to transmit image to the 
receiver 

Text is everywhere why not conceal 
information in a cover text? 

 



Steganography  
Classification  



Technical Steganography 

 

 uses scientific methods to hide a 
message, such as invisible ink, 
microdots and other size-reduction 
methods.  

 



Linguistic Steganography 

  hides the message in the carrier in 
some nonobvious ways  and 
categorized as 

  semagrams or open codes. 

 considers 

  the linguistic properties of generated 

  modified text,  

 uses linguistic structure as the space in 
which messages are hidden. 



 
Linguistic Stegangraphy 

Semagrams 

 hide information by the use of symbols 
or signs. 

 A visual semagram- uses innocent-looking 
or everyday physical objects to convey a 
message  

 A text semagram hides a message by 
modifying the appearance of the carrier 
text  

 



Open Codes 

 hide a message in a legitimate carrier 
message in ways that are not obvious 
to an unsuspecting observer.  

 

 The carrier message is sometimes called 
the overt communication 

 This category is subdivided into jargon 
codes and covered ciphers.  

 



Jargon Code 

 uses language that is understood by a 
group of people but is meaningless to 
others.  

 include warchalking, or an innocent 
conversation that conveys special 
meaning    

 a subset of jargon codes is cue codes   



Covered/concealment ciphers 

 hide a message openly in the carrier 
medium so that it can be recovered by 
anyone who knows the secret for how it 
was concealed.  

 A grille cipher employs a template that is 
used to cover the carrier message.   

 A null cipher hides the message according 
to some prearranged set of rules 

 



Framework 



Modules  



Text Based Steganography 

My friend Bob, until yesterday I was using binoculars for stargazing. 

Today, I decided to try my new telescope. The galaxies in Leo and 

Ursa Major were unbelievable! Next, I plan to check out some nebulas 

and then prepare to take a few snapshots of the new comet. Although 

I am satised with the telescope, I think I need to purchase light 

pollution lters to block the xenon lights from a nearby highway to 

improve the quality of my pictures. Cheers, Alice. 

 

Mfbuyiwubfstidttmnttgilaumwuniptcosnatpttafsotncaiaswttit

intplpftbtxlfanhtitqompca 
π = 3,141592653589793 .... 

buubdlupnpsspx 

attack tomorrow 



Syntactical Transformation 



Simple Example 

 I like biscuit with a cup of tea 

 

 

 I like cookies with a cup of tea 



Lexical -Wayner 

0110 : Trogdor the Burninator can’t be  

1110: The ball of cheese can’t be asleep  



Miexed Radix Number 
Method-Winstein 



Ambiguity 



Contextual Check-cont 



Contextual Check-Cont 



Huffman Code Method. 



Hash Function 

 Payload:h bits of a translation hash 
bitstring || the next b bits  

 h is shared between   

 b is the integer represented by the 
header bits. 



Avoiding Ambiguity –Clark 



Synonim Graph 



Example of Synset (WordNet) 



Vertex Coding Method 

 

 Synset Graph 

 Threshold 

 Reduction 

 Correction 



Vertex Coding Method 

Synset with two-bit coding 



Vertex Coding Method 

Synset After Correct & Reduct 



Vertex Coding Method 

Synset with Max Size of 3 



Vertex Coding Method  

Example-Vertex Code Method 



Vertex Coding Method  

Synonym Graph 



Vertex Coding Method  

Synonym Graph-2-bit code 



Vertex Coding Method  

Coded Synonim Graph after 
Correction and Reduction 



Nostega – Modified Normals 



Lexical-SyntacticalTransformation 
(encoding) 



Lexical-SyntacticalTransformation 
(decoding) 



challenges 

 

 Improving capacity 

 Improving robustness 

 Improving the naturalness 

 Decreasing the ambiguity 




